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Abstract

This paper discusses the threats posed by disinformation disseminated via
social media. At the beginning, disinformation is introduced in the context of
information war. Next, three features of social media facilitating the dissemination of
disinformation are identified. They are: (1) the algorithms which convert popularity
into legitimacy; (2) the echo chamber effect which perpetuates biased views; and
(3) the distribution of “dark ads” to targeted users. As for the threats to democracy,
in the short-term, disinformation aims to create a political environment favorable to
the perpetrator. This can be accomplished by either meddling in election or creating
chaos in the society. In the long-run, disinformation aims to generate cynicism among
the citizenry to paralyze a democracy. After addressing the threats, three examples
of disinformation operation targeting Taiwan are described. In conclusion, measures
to counter disinformation are raised. This paper suggests that the government can
preempt disinformation operations in the short-term, and reconcile social divisions
in the long-run. More importantly, social media enterprises have the responsibility
to stop dissemination of disinformation. In addition to delete fake accounts, they
should take actions to revise algorithms and to refuse to distribute advertisements

involving disinformation.

Keywords: information war, disinformation, social media, echo chamber




Bl Information War, Social Media, and Threats to Democracy |l

Introduction

Disinformation or “fake news”, has become a salient issue in both international
and domestic politics. It causes tensions between nations, leads to fragmentation
within a society, and undermines citizens’ trust in political institutions and leaders.
Disinformation poses serious threats to democracy nowadays. Coping with this
problem is the priority for many governments. Therefore, “fake news” was selected
as Word of the Year 2017 by Collins Dictionary. In order to find solutions, it is

imperative to understand the aims of disinformation and how it functions.

Social media play an important role in this phenomenon since disinformation
is disseminated mainly via platforms such as Facebook, YouTube, and Twitter. This is
the reason why social media are often blamed for disrupting democracy. However,
just less than ten years ago, it was widely believed that social media contributed
to the popular uprisings which toppled the authoritarian regimes in Tunisia, Egypt,
Libya, and Yemen. The Arab Spring was thereby termed as “Facebook Revolution”.
Social media were once regarded as an effective tool facilitating democratization in
authoritarian countries. With its development in less than a decade, ironically, social
media have become the sources of forces disturbing democracy. Hence, to counter
disinformation, it is also stringent to know the mechanisms of social media that

amplify the effect of disinformation.

This paper begins with the exploration of the disinformation phenomenon from
the perspective of information warfare. Then, it discusses how social media are
utilized by malicious cyber actors in spreading false information. Next, the threats to
democracy generated by disinformation are explicated. The fourth section provides

some examples of disinformation operations targeting Taiwan. The last section

2019.08 // & —H // 29



]

2 M BUE SR TR 5E

Journal of Asian Political Economy and Peace Study !

concludes and proposes remedies.

Information War and Disinformation

Fake news refers to a variety of phenomena. Scholars and journalists come up
with different definitions. According to Tambini (2017), for example, six kinds of
messages have been termed as fake news. They are (1) falsehood through which a
foreign country interfering in domestic politics, (2) falsehood distributed for financial
gain, (3) parody and satire, (4) bad journalism, (5) news that is ideologically opposed,
and (6) news that challenging orthodox authority. Obviously, not all of them are
threats to democracy. Some categories, such as ideologically different opinions,
and parody and satire, belong to the realm of freedom of expression. They should
be tolerated or even protected. In speaking of the false information that erodes

democracy, a more precise definition is required.

Disinformation is the term that is used and discussed in this paper. It is
a translation of a Russian word, dezinformatsiya. Relative to the broad range
contained in fake news, disinformation refers to a carefully constructed,
intentionally deceptive message leaked by an operator who conceals his identity
(Pomerantsev and Weiss, 2014). In other words, it is the deliberate use of misleading
information. Disinformation is suitable for this paper’s purpose in that the concept
of dezinformatsiya is situated in information warfare which is challenging the

foundation of liberal democracies.

After the Union of Soviet Socialist Republics (USSR) dissolved in 1991, Russia’s
state capacity plummeted. Russia knew it would lose in both economic competition
and military confrontation against the United States or NATO. Therefore, getting

involved into large-scale military conflict is not a good option. Russia had to find
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ways to achieve geopolitical goals without actual war. As a result, informatsionnyye

voyny (information war) was waged and advanced.

What exactly is information war? Former head of the Directorate for Electronic
Warfare of Russia’s Main Naval Staff, Vladimir Pirumov, mentioned that information
war is “securing national policy objectives both in peacetime and in wartime through
means and techniques of influencing the information resources of the opposing
side.” (Thomas, 2011) Information systems are not the only target of information
war, it also aims to influence the psyches of enemy population. In addition, according
to Russian legal acts, namely the Order of the Government of the Russian Federation
dated July 7, 2014 No. 1271-p, and another one dated September 17, 2013 No.
1672-p, information war is regarded as “to psychologically manipulate population
on a mass scale to destabilize society and state and to force government to make

decisions in the interests of its adversary.” (Shibaev and Uibo, 2016)

From these definitions, it can be seen, in an information war, the main
battlefield is information spaces rather than geographical environments. Information
is used as a weapon. Berzins (2014) points out that it is a “contactless war”.
Information can be waged at any time even without announcing it officially.
International law prohibits foreign agents from carrying out activities within the
territory of another country without its permission. However, Information war makes
it possible that a country interferes in its adversary’s domestic affairs outside its
territory (Haines, 2015). Its goal is not to inflict physical damage, but to disturb the
mental condition of the general populace. Its impact is no less than war fought with
traditional weapons in that effective information operations can reduce the enemy’s
fighting will and potential. This is why more and more scholars and government
officials believe that “whose story wins is more important than whose army wins.”

(Halper, 2013)

2019.08 // Z=—HF // 37
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Information war consists of two components. The first is propaganda, and the
second is disinformation. Propaganda is associated with the concept of “soft power”.
Nye (2004) described politics as a “contest of competitive credibility”. Political
leaders must interpret events and justify their domestic and foreign policies in front
of citizens at home and abroad. Those who prevail over their rivals are rewarded
with enhanced internal support and reduced external resistance. Simply put, soft
power is a kind of capability that can elicit positive attraction to audience so that a

country is able to exert non-coercive influence in international affairs (Nye, 2011).

The language used in propaganda is elaborate but not complicated. The
message is centered on a main idea. Here is an example of propaganda eliciting
positive attraction. In the annexation of Crimea and the subsequent intervention
in Ukraine in 2014, Russia supported a subversive political movement in Eastern
Ukraine that grew into an armed insurgency (Treverton et al., 2018). Russian news
agencies described the insurgency as an action of popular self-determination. The
separatists are also portrayed as human rights fighters against abuse on ethnic
minority. Framing in this way, Russia was able to legitimize the insurgency and to

seek support from international community.

The flip side of attraction is detraction. This is the other dimension of
propaganda. In addition to attracting audience, a government can also emphasize
on its rival’s shortcomings to detract the enemy’s supporters (Szostek, 2016). In fact,
competition between nations in the sphere of mass communication is usually harsh,
not “soft”. It can be aggressive and hostile. What frequently happens is delegitimizing
or criticizing the behavior of the opponent. To serve particular goals, governments
formulate narratives to frame their own characters as well as the characters of
others. These “strategic narratives” are used not only to legitimize themselves, but

also to project negative images of their adversaries.
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Examples of Russia’s detraction propaganda are as follows: The United States is
trying to take over the world. The North Atlantic Treaty Organization (NATO), under
the support from the U.S., is the aggressor expanding eastward and thus becomes
a threat to Russia and its national interests. The majority of the news pieces
disseminated from Russian channel often contains the above-mentioned arguments.
The goal is to disparage the U.S. and NATO, and to portray Russia as the victim of
West’s aggression (CiZik, 2016).

Detraction is subsequently evolved into the second component of information
war—disinformation. As mentioned above, disinformation is fabricated and deceitful
message. Disinformation is related to the concept of “sharp power”. According to
Walker (2017), “sharp power” is an approach which involves efforts at censorship
or the use of manipulation to sap the integrity of independent institutions. It is
interference and penetration in nature. Unlike propaganda which aims to convincing
and persuasion, disinformation is a lie used to distort the perception of the audience.
Disinformation is not newly invented. It was commonly applied in the battlefield.
Countries in military confrontation release false information to prevent their rivals
from discovering the nature, scope, and timing of an operation. The most famous
example is the Normandy landings during World War Il. The Allies manipulated
information to make Nazi Germany believe that the landing would have taken place

elsewhere.

Nowadays, the application of disinformation is not limited to combatants.
The target is expanded to civilians. Disinformation is employed to sow doubt and
confusion towards political leaders and institutions. Furthermore, it attempts to
affect public opinion in its adversary’s society. Instances of disinformation are
plentiful in the 2014 Russia-Ukraine conflict. One example is that Russian media

invented a tale about a child being tortured by Ukrainian soldiers (Pomerantsey,
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2015). This story was made up to alienate Ukrainian citizens from their government

and forces.

To make false message appear plausible, the content of disinformation
contains at least some genuine information. In other words, it is partly true and
partly false. Since disinformation is partially corresponding to the reality, it is
difficult for the average audience to tell which part is fabricated. White (2016)
posits that the techniques frequently employed in a disinformation campaign are
“four Ds”—Dismiss/Deny, Distort, Distract, and Dismay. First, deny being related
to any aggressive behavior. Second, distort the facts. Third, distract the audiences’
attention from current dispute to other issues. Fourth, dismay the enemy’s populace.
With these techniques, disinformation aims to manipulate information and exert

psychological influences on another state’s citizens.

It is worth noting that theoretically, there is distinction between propaganda
and disinformation. But in practice, they can be overlapped, and the line between
them is sometimes blurred. Moreover, when a country wages information war,
propaganda campaigns and disinformation campaigns are often mixed. It may be
difficult to distinguish one from the other. Since it is disinformation that becomes the
major threat to democracy in these years, understanding where it originates and its

association with propaganda is important.

Dissemination of Disinformation via Social Media

An information operation consists of two things. One is the message itself which
involves either propaganda or disinformation. The other is the channel through
which the message is spread. If propaganda and disinformation are not able to be

disseminated, they would not exert any impact. Therefore, channel is of central
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importance in information war.

Conventionally, propaganda and disinformation are spread through traditional
media such as newspaper and television, especially those affiliated to official news
agencies. In information operations, audience in foreign countries is the main
target since the purpose of information war is to influence the public opinion in
adversary’s society. Take Russia as an example again. In order to reach international
audience, Russia’s flagship channel, Russia Today (RT), broadcasts in Arabic, English,
German, and Spanish. It claims to reach more than 600 million people globally and
3 million hotel rooms across the world (Pomerantsev, 2015). Here the point is that
the messages RT delivering are deliberately crafted for a specific audience, and are
presented in their native tongue. In this way, the targeted audience can receive
the messages easily since they are reached in a straight-forward manner without
the need of translation (Cizik, 2016). Obviously, it requires an enormous amount
of budget to maintain this official channel. It is believed to be more than US$300

million annually (Pomerantsev, 2015).

In the past, there were two difficulties in implementing information operations.
First, seeking to plant stories in another country’s newspapers or television programs
is very difficult because there are gatekeeping structures and editorial procedures
that verify and filter news. Second, running an international news agency like RT is
extremely expensive. Very few governments can afford the expense. Nevertheless,
the invention of the Internet and the prevalence of social media change the

landscape of mass communication and provide a new avenue for information war.
The Internet allows people to access information without the limitation of time

and distance. Social media connect people together and facilitate communication

with each other. With these functions, each social media user is a news publisher
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who can post, share, or comment on any piece of information. As mobile device
becomes more and more popular, people can use social media in any place and at
any time. Taking these features altogether, the development of information and
communication technologies shortens the speed with which information travels, and

increases the extent to which information reaches.

Due to these advantages, social media were heavily employed to spread
information, especially for the kind that may be censored by the government. The
most famous instance is the Arab Spring. In the popular uprisings in Tunisia, Egypt,
Libya and Yemen starting from 2010, activists utilized Facebook, Twitter, and YouTube
to disseminate information, mobilize supporters, and tell the world what was
happening. As a result, under the pressure of millions of protesters who flooded city
squares, these dictators are forced to step down. Thus, the Arab Spring is also named
as “Facebook Revolution”. At that moment, social media were praised as a great
innovation which provides a channel for those who were traditionally marginalized
or censored to express their opinion. Therefore, it was widely believed that social
media are conducive to dissident collective action against authoritarian rule and thus
facilitate liberalization. Surprisingly, in less than ten years, it becomes a major threat

to democracy.

This dramatic change results from the disinformation phenomenon. Here is
some background knowledge: First, by 2017, there were 2 billion people using
Facebook. This number is a quarter of the global population, and more than half of
the Internet users (Nowak, 2017). Second, social media have become the world’s
largest news source. A Pew survey indicated that in the U.S., 66% of Facebook
users, and 59% of Twitter users get news on the sites (Gottfried and Shearer, 2016).
Undoubtedly, social media, Facebook in particular, have achieved great success.

However, due to their design and business model, social media become major
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channels in spreading disinformation.

There are three reasons for which social media are seized by governments
or malicious cyber actors to implement disinformation campaigns. The first is
the mechanism converting popularity into legitimacy. The second is that social
media produce “echo chambers”. The third is the distribution of “dark ads” to
targeted users. Before we proceed to these reasons, it is critical to know that for
disinformation to be effective, it needs to appear on users’ newsfeed repeatedly.
When more and more people reiterate or share the same information, it is more
likely to be regarded as true or legitimate. Once a piece of information garners
popularity, it is even likely to be picked up by mainstream media. Haines (2015)
reminds us that disinformation thrives on repetition. Unfortunately, the business

model of social media opens opportunities for manipulation on repetition.

The business model of social media is not complicated: capture attention, then
monetize it through advertising (Deb et al., 2017). The logic is that when a piece of
information receives more “likes” or was retweeted by more people, it becomes the
target of advertisements. By distributing ads to users receiving popular information,
social media earn revenues. In short, popularity turns into profit through ads. Under
this business model, social media design algorithms which trend and promote

information which receives more positive responses.

However, these algorithms generate a distorted system in evaluating
information. Popular information is not necessarily true information. What makes
things even worse is that popularity can be cheated. Disinformation operators deploy
armies of troll and automated bots on social media. They use these “fake accounts”
to “like” or share the disinformation they produce in order to make it popular. Then,

social media’s non-neutral algorithms trend this disinformation and make it highly
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visible without verifying whether it is true or false. Fake accounts are pervasive
on social media. Researchers estimated that between 9% to 15% of active Twitter
accounts are bots. This means there are as many as 48 million bot accounts (Varol et
al., 2017). With these fake accounts, disinformation operators can boost a message’s
popularity easily. When a piece of (dis)information appearing on newsfeed receives a

large number of support, it is often regarded as legitimate.

The second reason why social media are flooded with disinformation is that they
produce echo chambers in which one-sided opinion dominates. The English idiom
says that “birds of the same feather flock together.” It is natural for a person to join
in a group whose members share similar opinion, and to prefer his social networks
being like-minded. In addition, people tend to accept information in accord with
their views, and tend to disregard information containing conflicting views. Studies
have shown that once people have adopted a belief or position, it is very difficult to
persuade them even with facts (Mercier and Sperber, 2017). Two features of social
media in this regard worsens the echo chamber problem. One is anonymity, and the

other is silencing mechanisms.

Social media users can conceal their identities when they interact with other
people. When they confront opposing ideas, anonymity facilitates cyber-bullying
since it is difficult to find the perpetrator. This verbal violence deters people from
expressing opposing ideas. The theory of Spiral of Silence also tells us that some
people are reluctant to express different opinions because of a fear of isolation.
Moreover, the silencing mechanisms built in social media allow users to block or shut
down any comments they dislike. As a result, different opinions can hardly coexist on
social media, not to mention civil debates. With echo chambers, the perpetuation of

biased views and disinformation on social media is not an accident.
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The third reason is “dark ads”. As mentioned above, social media are paid to
distribute ads. To make ads effective, social media collect and analyze data on user’s
online behaviors such as search results and interested issues. Through psychological
and demographic profiling, firms are able to distribute tailored ads to specific
users according to their preferences (Deb et al., 2017). This sophisticated micro
targeting system is innovative. Unfortunately, this model is taken advantage of by
disinformation operators. Perpetrators disguise fabricated political messages as
ads. Then, they pay to deliver these dark ads to extreme groups and radicals. Along
with the echo chamber effect and perhaps also cheating on popularity, perpetrators

congest social media with disinformation.

Threats to Democracy

The essence of democracy is that citizens have the right to choose their leader.
Additionally, the government must be responsive to people’s voices, and implement
policies based on people’s demands. Otherwise, the party that holds power will be
penalized in the next election. In short, in a democracy, public opinion determines

not only who wins in an election, but also where this country is going.

Information is the foundation of public opinion. A citizen needs to collect and
digest information, and to exchange thoughts with other people before he makes any
political decision. For example, prior to the election day, one needs to know who the
candidates are, and what positions they take in various issues so that he can figure
out who will serve his interests best. Decades ago, access to information is limited.
With the development of information and communication technologies, information
availability is no longer a problem. Complete and transparent information contributes
to the health of democracy. But there is one premise: information on which decision

is based is genuine.

2019.08 // Z=—11 // 39



]

B A B SR

Journal of Asian Political Economy and Peace Study '

Information warfare is waged to manipulate information and exert psychological
influences on another state’s political and military leaders, soldiers, and civilian
population. There is only one goal: shaping public opinion in a rival state to
change its political landscape. By spreading disinformation, perpetrators manage
to maneuver a country’s domestic politics and to erode its democratic system.

Disinformation phenomenon has become the biggest threat to democracy.

Specifically, disinformation brings about two kinds of threat. One is short-
term, and the other is long-term. In the short-term, disinformation aims to create
a political environment favorable to the perpetrator in a rival state. This can
be accomplished by either meddling in election or mobilizing political forces to
challenge the authority. In the long-run, disinformation operation aims to undermine

and wither a democracy.

For the short-term threat, the most common campaign is using disinformation
to disturb the upcoming election in an adversarial country. The purpose is slandering
the candidate who is unfriendly to the perpetrator so as to reduce his/her election
chance. The 2016 U.S. presidential election is a typical case. In this election, the

Kremlin displayed a clear preference for candidate Trump to Secretary Clinton.

In 2015 and 2016, Russian cyber troops hacked the Democratic National
Committee, the Democratic Congressional Campaign Committee, and the Hillary
Clinton campaign. The documents and information stolen from these places were
later released by Wikileaks and websites created by the Russian government. A
bulk of (dis)information regarding Clinton’s health conditions and her ties to major
banks soon flooded social media. For example, the story indicating that Clinton had
Parkinson’s Disease gathered 90,000 Facebook engagements and over 8 million

views (The PropOrNot Team, 2016). This fake story was also picked up by mainstream
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media such as Fox News. During this election, similar stories one after another
continuously denigrated Clinton and attempted to make voters cast doubt on her

gualification for the candidacy and potential presidency.

Moreover, with the help of trolls and bots, more than 80 percent of the
recommended videos on YouTube were favorable to Trump on the eve of the 2016
U.S. presidential election, no matter the initial query was Trump or Clinton. The point
is that a large proportion of these recommendations were false information (Chaslot,
2016). The intent of the Kremlin’s disinformation campaign is clear: help Trump get

elected to change the basic tone of U.S. foreign policy towards Russia.

The Kremlin also uses disinformation to mobilize political forces to create
chaos in its adversary’s society. It takes advantage of existing social cleavages such
as religion and race to further tear the society apart. By spreading false messages
containing prejudice and biased views, Russia exacerbates the social division in its
adversary. The goal is destabilizing the opposing country and turning its political

environment into one in favor of Russian interests.

One example is that Russian news agencies staged interviews with Russian
diaspora victims in the 2014 Russia-Ukraine conflict. They alleged to be brutalized by
Ukrainian. By this incident, Russian media labeled Ukraine’s government “fascists”
and “Nazi”. But in fact, these victims are actors (Gregory, 2014). Another example is
that Russian media called the Ukraine’s government a right-wing junta and claimed
that Ukrainian nationalists are threating Jews in Crimea. However, there was no
imminent danger to Jews (Pomerantsev, 2015). The Russian government made up
these stories to infuriate the minorities in Ukraine and to stimulate them to protest

Ukraine’s government.

2019.08 // &—H1 // 41



]

B A B SR

Journal of Asian Political Economy and Peace Study
s T

Meddling in election and creating chaos are the short-term effects of
disinformation. It is worthy of noting that the intent of disinformation is not limited
to mobilizing opposing forces (Haines, 2015). The ultimate goals of disinformation
are to demoralize the general population and to paralyze a rival state’s democracy in
the long run. By flooding public forums with disinformation, malicious cyber actors
sow confusion among populace. Being not able to distinguish truth from fiction,
people begin to cast doubt on even objective political facts. As a result, cynicism

grows in the citizenry.

Cynicism brings about distrust and apathy. People stop trusting their political
leaders and institutions. Moreover, the ordinary citizens are reluctant to be
concerned about and to participate in public affairs. Political arena is occupied by
radicals resorting to biased views and violent means. Previous firmly held values such
as democracy and human rights would be shaken. This scenario can be illustrated
by the 2016 U.S. presidential election. Russia’s interference not only contributed
to Trump’s victory in election, but also led to the erosion of public faith in the U.S.

democratic process (Intelligence Community Assessment, 2017).

Pomerantsev (2015) points out that when cynicism is pervasive in the
society, the general public could easily accept a conspiratorial vision of the world.
This provides opportunities for foreign perpetrators using conspiracy theories
to manipulate democracy. By twisting people’s perception and belief, foreign
perpetrators can spin the democratic process to its own advantage and put a
democracy in its orbit. Gradually, this democracy withers away and may eventually

become a puppet of the foreign perpetrators.




Bl Information War, Social Media, and Threats to Democracy |l

Examples of Disinformation in Taiwan

Since President Tsai Ing-wen was inaugurated in 2016, the hostility across
the strait has risen. As the presidential election in January 2020 approaches,
disinformation campaigns targeting Taiwan are getting more intensified. According
to Taiwan’s Executive Yuan, the number of controversial messages regarding
governmental agencies is accumulated to 1,459 from January 1st, 2018 to May
25th, 2019." The Ministry of Justice’s Investigation Bureau has established a big-
data and public opinion task force to monitor the dissemination of disinformation
on social media. According to its survey and analysis, the Bureau found “unequivocal
evidence” that Beijing was responsible to a lot of disinformation that aimed to

influence Taiwanese public opinion (Chien et al., 2018).

One example is that the Chinese People’s Liberation Army (PLA) Air Force
conducted training on December 10th, 2016 in which aircraft circled Taiwan. Six days
later, PLA Air Force released a picture on its official Weibo account. In this picture,
the H-6K bomber flew above the clouds with two mountain peaks appearing in the
background. Without mentioning the location, the posting only said that it wanted to
share a picture of significance. However, Chinese media claimed that the background
could be Jade Mountain, the tallest mountain in Taiwan, or Mount Beidawu.
Obviously, this picture intended to cause fear and panic by showing that the H-6K

bomber was very close to Taiwan.

On December 17th, Taiwan’s Ministry of National Defense said the whole

1 Data source: https://www.ey.gov.tw/Page/5519E969E8931E4E/?page=1&SD=&ED=&K=&T=
(Last Accessed: 5/25/2019).
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story about the picture was pure media speculation and should not be exaggerated
(Strong, 2016). According to military expert, when PLA aircraft flew outside Taiwan’s
Air Defense Identification Zone (ADIZ) as the bomber did, it is impossible for Jade
Mountain to appear in the picture because of the distance. Mount Beidawu is likely,
but the ratio of mountain to bomber in the picture does not look correct. Therefore,

the picture should be a doctored one (= fik{# > 2016) .

The second example is similar. On April 18th, 2018, PLA held a live-fire drill
outside Quanzhou Bay, off Fujian Province. Before the drill, Beijing’s Taiwan Affairs
Office Director Liu Jieyi said the drill aims to “safeguard China’s sovereignty and
territorial integrity.” He also claimed that China has enough will and capability to
stop any attempt to split any territory from the motherland (Chan, 2018). After the
drill, China Central Television (CCTV), a state-run official media, broadcasted a video
clip of this military exercise. CCTV showed that machine guns and artillery were fired
during both daytime and at night. This news was picked up and spread by Taiwanese

media.

However, these announcements and media coverage are propaganda and
disinformation. First, the scale of the drill is very small. The exclusion zone is just five
miles wide and ten miles long (Spencer, 2018). Within this area, is impossible to launch
any long-range weapons. Second, Taiwan’s national security agencies later confirmed
that in this drill, no artillery was fired. Some footage in the video clip broadcasted by
CCTV was indeed from another PLA’s drill conducted several years ago (}R$E 2 %% »
2018) . It is clear that China intended to exaggerate the scope of the exercise. The

purposes were to show off PLA’s military power and to frighten people in Taiwan.

The third example is regarding Taiwan’s international status. Burkina Faso

terminated diplomatic relations with Taiwan on May 24th, 2018. The next day, one
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message posted on Taiwan’s most famous online forum, PTT, said that the Foreign
Minister of Honduras is in Beijing negotiating with China. If both sides can reach a
consensus, Honduras may cut diplomatic ties with Taiwan as well. The earliest date
is May 26th. In addition, the message also implies the next country that could sever

formal relations with Taiwan is Haiti.

It goes without saying that the intention of this message is to portray Taiwan
as being in diplomatic crisis. On May 27th, Honduran ambassador to Taiwan, Rafa
Sierra, said that the Honduras Foreign Minister Maria Dolores Aguero is actually in
her own country, not in Beijing, and this message was a rumor (Everington, 2018).
Taiwan’s Ministry of Foreign Affairs also found that the IP address of the user posting

this message was in China (Z#F|FE&E4H » 2018) .

On September 20th, 2018, when President Tsai received a delegation from a U.S.
think tank, she remarked that China has continuously spread disinformation on the
Internet that was intended to influence global opinion. The international community
should stay on high alert for China’s strategy. President Tsai appealed to democratic
countries to team up in fighting against China’s disinformation campaign (Yeh and

Wang, 2018; Teng, 2018).

Conclusion

Disinformation disseminated via social media has become a serious challenge to
democracy. These threats are unprecedented and will continue until we find effective
ways to counter. To deal with the crisis, it needs the government and social media
enterprises to work together. It is not a problem that any one person, company, or

government can fix.
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One point should be made before proceeding to the solutions. It is impossible
to stop our enemies from waging information war and producing disinformation.
The threats will always be there. What we can do is to prevent it from distributing
in a mass scale. This paper has pointed out that the key to the pervasion of
disinformation on social media is its repetition on newsfeed. There are two factors
contributing to repetition. One is the army of trolls and automated bots which
“likes” or shares the false message to boost its popularity. The other is the non-
neutral algorithms of social media which trend popular but not necessarily genuine

information.

Therefore, to prevent the dissemination of disinformation, it is imperative for
social media enterprises to reduce the effects of these two factors. First of all, social
media enterprises need to find out and delete these fake accounts. Once these bot
accounts are removed, making a piece of false information popular is no long an
easy task. Secondly, social media enterprises should revise the algorithms which
blindly promote popular messages. There should be at least some filter mechanisms
verifying the authenticity of a message before it is promoted. These two measures

are perhaps the most effective ways to counter disinformation.

Besides, malicious cyber actors take advantage of social media’s micro targeting
ability to distribute “dark ads” to extreme groups. The echo chamber effect also
leads to the perpetuation of disinformation. Thus, social media enterprises should be
more cautious in delivering advertisements. There should be mechanisms evaluating
the content of advertisements. Advertisements involving biased political views such

as hate speech or racial discrimination should not be distributed.

It is worth noting that the extent to which social media enterprises should be

responsible for the dissemination of disinformation is still under debate. So far,
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Germany is the only country making laws to require social media enterprises to
remove disinformation within a limited time, otherwise they will be heavily fined.
This paper would like to make appeals to social media enterprises to take social
responsibility. They should fix algorithms and stop sending dark ads even if it is not
required by law. Admittedly, adopting these measures would undermine the profit
of social media enterprises. But since perpetrators take advantage of social media’s
business model to commit malicious behavior, while social media enterprises achieve
great success financially, it is an unavoidable responsibility to maintain the integrity

of information spaces.

As for the government, a quick response to disinformation is necessary.
Whenever a false message is identified, government agencies need to clarify and
provide genuine information as soon as possible. However, the effect of clarification
is often limited because very few people pay attention to it. The government needs
to take proactive measures to fight disinformation. It is always better to preempt an

opponent rather than remedying the damage after it is already done.

It was mentioned that malicious cyber actors take advantage of the existing
social cleavages to enhance fragmentation in the society. Therefore, it is not difficult
to predict the line-of-attack of a disinformation operation. On the one hand, the
government needs to know the most controversial issues in the society. These are
the weak spots from which the enemy seeks to penetrate. Once these issues are
identified, it is possible to predict the timing and content of disinformation. For
example, there might be disinformation operation after a natural disaster happens,
after a new policy is announced, while a protest is taking place, or before a national
holiday. If the government can remind the public of a disinformation campaign

before it is implemented, its effect would be mitigated.
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In the long-run, the government needs to reduce the vulnerabilities in a society.
Policies bridging the gap between different social groups are conducive to erase the
division in the society. The less cleavages a society has, the stronger a society is.
When there are less weak spots that malicious cyber actor can utilize, a society is

more likely to be immune to disinformation campaign.

One question to be addressed is how much a democratic government should do
in stopping the dissemination of disinformation. Should a democratic government,
especially executive branch, determine which piece of message is disinformation or
not? This paper would like to point out that freedom of expression is the foundation
of democracy. A democratic government should be the defender of free speech.
If the government plays the role of referee, the ruling party may abuse the power
to suppress its political opponent. This consequence is even more harmful to a
democracy. Therefore, in fighting disinformation, a democratic government has to be

very careful in that freedom of speech cannot be sacrificed.’

To sum up, it is difficult to cope with the challenges brought by the
dissemination of disinformation, but it is not impossible. The government can try
to preempt a disinformation operation in advance in the short-term. It can also
implement policies to settle salient disputes and reconcile opposing groups in the
society in the long-run. Nevertheless, the most critical tasks in fighting disinformation
need to be fulfilled by social media enterprises. Social media enterprises should
make efforts to clean fake accounts, revise algorithms, and adjust business model.
Only when social media enterprises take social responsibility, can the threats to

democracy be neutralized.

2 The author thanks the anonymous reviewer for raising this point.
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The Sino-U.S. relations and Cross-strait relations have been influenced and
interacted. From the perspective of the history, Sino-U.S. relations and Cross-
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Mainland China and U.S., particularly the changes of Sino-U.S. relations and the U.S.
policy toward Taiwan, has impacted on the Cross-strait relations directly. And the
development and change between Mainland China and Taiwan also cannot avoid
the great impact of the United States. With the great change of the international
situation and the power shift between U.S. and China, U.S. has begun to rethink
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The contradictions between China and the U.S. began to rise on the Trump
Administration. Sino-U.S. relations is in a new variation of uncertainties, and the U.S.
Cross-strait policy is also undergoing a period of adjustment. This paper looking back
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